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Assumption: ransomware behaves very differently from 

benign programs regarding observed I/O detection patterns.



Imitation Based Ransomware Attack
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Research question: Can a ransomware program evade the existing 

detection techniques by imitating the behaviors of benign programs?  

?



• Imitation based attack
• Goal: help existing detectors realize the limits of their feature engineering

• Idea: imitate behaviors of benign programs to disguise its encryption tasks

• Approach
1. Learn behavior patterns from a benign program

2. Orchestrate child processes to perform encryption tasks

Imitation Based Ransomware Attack



• Offline Preparation Phase
• Running benign programs to collect behavior logs

• Extracting behavior template from the logs

Imitation Based Ransomware Attack



• Online Attack Phase
• Scheduling based on behavior template

• Execution based on scheduling results

Imitation Based Ransomware Attack



Evaluation – Attack Effectiveness

Ten Ransomware Families

Three Industrial Tools Three Academic Tools

Despite the effectiveness of these detection tools in identifying 

most forms of ransomware, Animagus still evades these tools.

Imitation-Based Attack



Evaluation – Attack Throughput

The encryption time of Animagus is not much longer than that of 

traditional ransomware, but the attack success rate is much higher.



Evaluation – Robustness Against Defense

• Detection Strategies
• File-type based detector

• Scanning based detector

• Dummy-access based detector

Simple detection strategies cannot effectively 

detect Animagus without a considerable FPR.



Potential Benefits

• Prototype is released in https://github.com/ChijinZ/Animagus.

• Vendors can collect numerous kinds of Animagus behavior 

logs to fine-tune the heuristics of their detectors.

?

https://github.com/ChijinZ/Animagus


Summary

Goal: reveal the limits of ransomware detectors Method: learn behaviors from benign programs

Evaluation: effectively evade existing detectors Benefit: leverage the tool to improve their detectors


